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TODAYS CONVERSATION

+ Updates and Reminders

» Hot Topic: ePAS User Log-In

» Questions and Answers




Q: Will this PowerPoint be available after
this call?

dYes
http://www.dmas.virginia.gov/#/longtermpr
ograms

) Choose tab SCREENING FOR LTSS at the
top



http://www.dmas.virginia.gov/#/longtermprograms

e
Updates and Reminders

= COVID-19 and LTSS Screenings
= Physician Training

= Resources




Updates

Governor Order 58 Exemption

= An official DMAS Memo outlining the

allowable practices related to the LTSS
Screenings during Covidag will be released

sSOo0on

Until the Official DMAS Memo is released, ALL LTSS Screenings
are to continue as required




Updates

COVID1g Guidelines for Hospitals and CBTs

Obtain verbal consent from the _
individual or authorized representative Community

for the DMAS-g97 Individual Choice form Based Teams
when two LTSS screeners/individuals are currently
verify the response.

conducting
Both witnesses should sign the DMAS- telephonic
97 indicating the indiViduaIIS Verbal Screenn S per
choice, and this form should be COVIDI1 9> P
maintained with the individual's case 9

record. The original form should be Instructions.

sent to the selected provider and copy
retained in the individuals chart.

Individuals must be given a choice!




Reminders

Physician Training Available !

= Itis available:
https://medicaidltsstraining.partnership.vcu.edu/intr
omodule/intro.html

= Physicians can take the entire LTSS Screening
training, Modules 1-4 or Module 5

* Final Due Date has not been determined.




Reminders [
\\ //
LTSS Screening Training as a Resource o

= Use the online Medicaid LTSS Screening training as
a resource for your Screening questions. It includes
Q&As and other resource documents.

= Most of the questions we receive via Screening
Assistance are covered in the training.

= The training is always available. Review modules
by entering “"User” as ID and “ltss"” as password




T —————
i HOTTOPIC

E-PAS User Log-In Review and Issues

Overview and background

= e-PAS s a portal on the (VA-MMIS) Virginia Medicaid
Management Information System

= There are multiple portals on MMIS and the access
requirements for each are the same

MMIS [

Medicaid System

| I I |
E ePAS | E Otgerl E Ot;erl E Otgerl




#% HOTTOPIC

E-PAS User Log-In Review and Issues

Overview and background cont-

Each Medicaid Provider (ex. Hospitals, CBTs, & Service Providers)
has to register for MMIS access using their NPI or API.

Each Provider (and their staff within) may use the MMIS access for
different purposes (ex. Medicaid Billing, LTSS Screening, Level of
Care Reviews for service providers)

Some may have registered more than one NPI (Hospitals) or
registered a NPl and an API (LHD-one for Medicaid billing and one

for Screening).

All Hospitals and CBTs should already be registered unless they
have a new NPI/API.




T —————————
#% HOTTOPIC

E-PAS User Log-In Review

Management of MMIS/Portal accesses:

= Each provider (your facility) and their
Administration should have established a
systematic process for maintaining these &
secure accesses |

= Knowing your NPI/API used for
Screenings at your facility and who your
internal contacts are for these accesses
are very important to your screening role




# HOTTOPIC

E-PAS User Log-In Review

= e-PAS SECURITY ROLES

= ACCESS & LOG-IN ERROR MESSAGES




T —————————
#% HOTTOPIC

ePAS SECURITY ROLES

ePAS has three associated security roles:

= Primary Account Holder (PAH): only one

= Organization Administrator (OrgAdmin): multiple

= Authorized Staff-PAS (AuthStaff-PAS): multiple




Primary Account Holder (PAH): only one

HOT TOPIC
e-PAS SECURITY ROLES

Only one required and assigned for every organization via the NPI/API; it is
established at the time a new organization registers for MMIS.

Once a PAH is established it can only be changed via the new PAH Change
policy (completing some forms).

If an organization knows that their PAH is going to be leaving the role, a
new replacement should be initiated ahead of time.

Note that for the CBT localities-LDSS and LHD, Conduent (Mickey Ortiz)
serves as the Primary Account Holder. Hospitals will have an internal
Primary Account Holder assigned who could be overseeing other aspects of
the business not just screenings.




————,—————
HOT TOPIC

Primary Account Holder can:

= Conduct User Maintenance

= Set up Organization Administrators and reqular Authorized Staff-PAS users
for their organization

= Change roles for any user (making them either a Org Admin or AuthStaff-
PAS user)

= Reset passwords for any user (Only PAH can perform this function)
= Activate and/or deactivate any user
= Unlock any User ID

= Access to ALL secured provider functionality including access to ePAS AND
other provider functionality (not needed for ePAS)

A PAH role by default can do all functions and needs no other security role.




————,—————
HOT TOPIC

e-PAS SECURITY ROLES 1 2

Organization Administrator (OrgAdmin)

= Organizations can have as many as needed to support
their organization’s business needs. At least two are
recommended.

= Added to an existing organization by either a PAH or
another Organization Administrator.

= Tiers up to the PAH.

= If you know that the person in this role is leaving, plan
ahead for a replacement.




HOT TOPIC

Organizational Administrator Set Up:

Recommendation:

» At least two OrgAdmins (primary and
a backup) for each organization or
(NPI/API) to ensure user
maintenance for the ePAS screeners.

Community Based Teams-localities, should have at
least two per LDSS and LDH (based on the size of
your locality).




————,—————
HOT TOPIC

Organization Administrators can:

= Conduct User Maintenance

= Can set up other Organization Administrators and reqular Authorized Staff-
PAS users for their organization

= Change roles for any user (making them either a Org Admin or reqgular
AuthStaff PAS user)

= (Can activate and/or deactivate any Organization Administrator or
Authorized Staff-PAS user

= Canunlock any Organization Administrator and other reqular Authorized
Staff-PAS User IDs

= Access to ALL secured provider functionality including access to ePAS AND
other provider functionality (not needed for ePAS)

OrgAdmin needs no other security role. The OrgAdmin and the PAH have pretty
much the same functionality. The only difference is that an OrgAdmin cannot see a
PAH in the View/Edit User lists and an OrgAdmin cannot reset any user’s password.




HOT TOPIC
e-PAS SECURITY ROLES

Authorized Staff-PAS users

= QOrganizations can have as many as needed to
support the LTSS Screening Process.

= Added to an existing organization by either a PAH or
Organization Administrator.

= Tiers up to the Organization Administrators.




————,—————
HOT TOPIC

LTSS Screening Authorized Staff-PAS User can:

= Submit LTSS screenings




e
SECURITY ROLE STRUCTURE

Provider Organization
Individual or Group
NPI or API

Primary

Account Holder | _ only one per organization

Organization
Administrator

Organization
Administrator

Atleasttwo per organization

Authorized User

Authorized User -
Claims

Authorized User -
Provider

Authorized User -
PAS

Authorized User -
eDoc - Upd

Authorized User -
eDoc - Inq




HOT TOPIC

Roles, Responsibilities, and Issues:

= The PAH and Org Admin roles are responsible for
adding new users and removing those that are no

longer with their organizations to prevent
unauthorized use.

Unfortunately this has not been happening so new
system processes have been added at DMAS.




————,—————
HOT TOPIC

New Automatic Sweeps for clean up

= After go days of no activity, the user will be deactivated.
Users that are deactivated will still display in the PAH and
OrgAdmins View/Edit User list and can be reactivated by
either one.

= After 120 days of no activity, the user will be removed
from the system and will only be able to be added again
via the Add New User function by the PAH or OrgAdmin.

= |t's strongly suggested that a user log in periodically to
keep from being deactivated.




HOT TOPIC

Log on issues and possible resolutions:

When logging into the portal, various errors might be
presented:

= Invalid ID/Password/Forgot Password Link

= Locked Account N\

= Deactivated Account H




————,—————
HOT TOPIC

Invalid ID/Password and Forgot Password:

= Message seen on an active account if they
forgot their User ID or Password prior to
locking their account-15t or 2"¢ attempt

Existing User Login - [

To access secure areas of the portal, please log in by entening your User ID
and Pasaword,

First Time User?
Invalid User ID or Password
* User ID:

* Password:

Forgot User ID?
Forgot Password?

[Submi ] Rt




————,—————
HOT TOPIC

Invalid ID/Password and Forgot Password

Resolution:

= |f the user can’t remember their password, then they
can click the ‘Forgot Password’ link in the lower left
hand corner of the portlet.

= |If the user no longer remembers the answers to their
security questions, then the PAH will need to reset

their password (This is the only function that the
OrgAdmin can not perform).




HOT TOPIC

Do a check:

Do | know what my security questions & answers
are if | were to forget my password or have
password issues?

To update or review your Security Q&As go to ‘Change
Security Profile’ link under the Quick Links on the left on

the home page after logging on; it will display the
questions and answers.




————,—————
HOT TOPIC

Locked Account:

= If the user tries to log on unsuccessfully three times
with an invalid id/password, the account will
automatically lock. If the user’s account is locked they
will see this message below:

Existing U=er Login = [

To access secure areas of the portal, please log in by entering your User ID
and Password.

First Time User?

Your Account has been Locked, Please Contact Your Primary Account
Holder.

* User ID:

* Password:

Forgot User ID?
Forgot Password?

| Submit J Reset




HOT TOPIC
Locked Account: x

Resolution:

= The OrgAdmin or PAH can unlock any users in their
organization.

= The OrgAdmin/PAH would see an ‘Unlock’ button on the
user’s profile when selected from View/Edit User (and the
OrgAdmin/PAH will see the User Status of ‘Locked’ listed)

Unlocking the account does not change/reset the user’s
password. Once the accountis unlocked the user canlogin
with their existing password. If they no longer remember
their password or security questions then the PAH will have to
reset the users password.




————,—————
HOT TOPIC

PAH/OrgAdmins Unlock Function:

ViewEditUsers - 0O

* Required Field

View / Edit User

Please enter the following information about the user you would like to edit.

User ID:
User Status: Active

Last Login: 02/21/2020
Password Expires: 04/06/2020
Prefoc  * Last Name

* First Name MI Suffix

* Phone / Ext * Email
8045551212 | | |

[ ] Restrict Access to Provider's Mail

] Restrict Access to eDocMgmt

* What roles will this user have in the organization?
Available Selected

AuthorizedStaff OrganizationAdministrator
AuthorizedStaff - Claims H

AuthorizedStaff- LTC
AuthorizedStaff - PAS
AuthorizedStaff - Provider [P
AuthorizedStaff - eDoc - In|
AuthorizedStaff - eDoc - U

Reset | Deactivate UI'IIDCk leset Password m




————,—————
HOT TOPIC

Deactivated Account:

= If a user has not logged onto the portal in go days (up to 120
days), the user’s account will be deactivated.

= Accounts can also be manually deactivated by the OrgAdmin
or PAH if needed.

ePAS user would see this message:

xisting User Login - O

‘0 access secure areas of the portal, please log in by entering your User Il
and Password.

First Time User?
Your account has been Deactivated. Please contact your Organization
Administrator,
* User ID:

* Password:

Forgot User ID?
Forgot Password?




HOT TOPIC

Deactivated Account:

Resolution:

= The OrgAdmin or PAH can activate any users in
their organization.

= The OrgAdmin/PAH would see an ‘Activate’
button on the user’s profile when selected from
View/Edit User and the OrgAdmin will see the
User Status of ‘Inactive’ listed




————,—————
HOT TOPIC

PAH/OrgAdmins Activate Function:

ViewEditUsers - 0O
* Required Field

View [/ Edit User

Please enter the following information about the user you would like to edit.

User ID: ksmid2

zer Status: InActive

Last Login: 06/12/2012
Password Expires: 07/27/2012
Prefoc =

MI Suffix

[ ] Restrict Access to Provider's Mail

W1 Restrict Access to eDocMgmt

* What roles will this user have in the organization?
Available Selected

AuthorizedStaff - Claims &) AuthorizedStaff
AuthorizedStaff - LTC H

AuthorizedStaff - PAS
AuthorizedStaff - Provider
AuthorizedStaff - eDoc - |
AuthorizedStaff - eDoc - UqE
OrganizationAdministrator

Res« ‘eset Password m




HOT TOPIC
Locked and Deactivated: x

Multiple user issues:

= The user can have a combination of a locked and

deactivated account, which the OrgAdmin or
PAH would see in the ‘User Status: Inactive,
_ocked’ and would see the ‘Activate’ and ‘Unlock’
outtons. They would need to perform both those
functions to get the user going again.




Community Based Teams-ePAS Log-In Issues

S

PROBLEM WHO TO CONTALT

Forgot Lser I0/Paswerd 117 gr 2@ attempt] | Use the ‘Forgot User IDyPaswword™ lnk
urider Partal kagin. 1t will take yow ta yaur
security guestions. If you can’t remember
wour 08, then you will need to contact

aoeeninedssisans for PAH to reset

password at:

Screani inkan dmias winginis
Mead Far INLOCK {user tried B Organizational Administrator
unsuccesshully log on 3 times). If the Organizational Sdministrabor & nok

available then contact Web Support Helpline
at BEE-352-04086 [must indicate & nsad far
UMLOCKING & locked acoount and Qrgsdmin

& unkroen|.

*IF pou can’t rermambsear your Passward and
security guestions, then yau will nesd ta

COnact FRAHREAvRbaE.for PAH ta reset

passward ok
Screani inkan dmias winginis

1 your Passward was Aesat by DMAS-PEH Once DMAS-PAH resets your Passward and yau
harez accessed the portal, PLEASE go 1o the
‘Change Security Profile’ link under the Quick
Links an the keft on the home page after ogging
O aNd MEEE W UF SEOURTY quastions to prevent
future dssues. You can update the questions,
AMEWARTS O Ut review.

Heed far REACTIVATION (did not lag in Organizational Administrator

within 90 daye| If the Organizational SAdministrator & not
amvailable then send to Web Suppart Helpline
#t BEE-352-0406 or Soraening Assistance can
Avsisk at-
Sereeningdssistancei@dmas wirginis. go

IFyow are the Degddlmin and are experendng | Web Suppart Helpline at BSE-352-0495 or
e Sermeni iskan dmias wirginia

*gpas set for ALL localitlos {locad OS5 and VDH) mest use the locality AFL NOT bilng NP1

&l acocount logins that have not had any activity within a S0-day period will be sutomatically de-activated.

- 1§ L 1 L} | ! il = 1 Am dianiin




Hospital Screening Team-ePAS Log-In Issues

FROBLERA WHO TO CONTALCT
Forgot User 1D Passweard |19 or 7 Use thie ‘Forgot User 1Dy Fasswaornd” link under
akbempt) =artal kagin. it will take you to your security

quiestians. i you can't remamibar your 05A,
than you will need to cosrtact your PAH 1o

raset your password. If you ane wnable to
kocate them contact-

iomeningaslanmtdndniopery |
eed for UNLOCK user tried to Organizational Adménistrator
unsuccessfully lag an 3 times). 1 the Organizational Administrator i nat

avalable then contact your PAS. M you are
wnable 1o locate wgays PAH then contact Wek
Zuppart Helpling at BE5-352-0496 but yow must
incdicate 3 need For UNLOCEING & locked
accournt and GoRddRlaPAH 5 unknown.

i o gk remem ber your Password and
security questions, then the PAH ol in your
arganizatian is the only one who can assist wou
wilth reseting your passwond.

I ysaur Paidwsd wis Risat by yeur PAH O g PAR resets pour Plidmord asd yeu Bave
actuidad Thie portal, PLEASE jio 1 the ‘Chasge
Scurity Prefile’ Pk undar thie Quick Liski en the
lafe en the home page altar g isg on andl v
i ML F Ty e slions to pressnt Sl e

A, Yoo can updite U qoaslans, dniwers &

JusL révid.
Meed for REACTIVATION (did not lag in Organizational Adménistrator
within 30 days) 1 the Organizational Administrator s not

avallable then contact your PAS. M your PAH ks
riat avalable then contact Wb Suppaort
Hedpli nee at 2553520496 ar Soreening
Bssistanoe at:

Soeopinglocisbancedmasirginia sy 0 |

1 w0 are the Primary Acoount Holder Wiz Support =elpline at 555-352.0£956
of Qrgddmipand are evperiencng lssues

All requests 1o dhangefupdate a provider's
Primiary Account Holder mast be submithed via
paper submission only using the *PaH" fanm.
Tz DAL Prosider Helpline will nao langer be
able to make changes to a primary accournt
halder's information.

The *Pas" forms fase been updated and are
avalable i,

VIRGINIA'S NEDICAID PROGRALY

Ittncd e sirginlamedic |d. dones sdreink goy, | ~
&ll account logins that have not had sy activity within 2 30-day period will be automatically d_Jactivated. &ii DMAS
account kagins that have not had any acthity within a 120-day pericd will be debrted, E——




————,—————
HOT TOPIC

Review and Tips:

= Know who your PAH and OrgAdmins are for ePAS access

= Have a system to replace PAH and/or OrgAdmins when
they leave their role

= Maintain at least two OrgAdmins to prevent issues and
delays

= Keep your NPI/API, User name, Password, and Security
Q&As recorded in a secure location for reference

= Make sure to log in intermediately (before 9o days) to
prevent getting deactivated.




————,—————
HOT TOPIC

Review and Tips Continued:

= Temporary passwords that are issued are only good for
24hrs if not used then it will expire and a new one will
have to be generated

= Check your "SPAM” folder if you didnt get an email with
temporary password

= OrgAdmins and PAHs should check to make sure that
they have current email addresses for users

= ePAS User Guide is available on the Portal under Provider
Resources Tab-Pre Admission Screening User Guide




L
Question and Answers

Do you have a question?




Who to Contact Regarding Medicaid LTSS
Screening Issues?




